Further trials in a class for enhancing campus cyber security are discussed. The class uses computer ethics video clips and logical thinking teaching material. Rubrics (evaluation criteria) are shown to students and their activity in the class is evaluated by the rubrics. The video clips are designed for promoting discussion, and the logical thinking teaching material shows ways of discussion in a group. They should raise the retention rate of the class according to the "Learning Pyramid".
INTRODUCTION
Campus cyber security is one of the most important and one of the toughest subjects for ICT managers in universities and colleges today. It is relatively easy to control the security of technical aspect of a campus using technologies such like firewalls, IDSs, IPSs and so on. However, it is hard to control behavior of people in a university or a college. Their cooperation is essential for keeping the cyber security of a university or a college. In order to have their cooperation, ICT managers are having various ways of education for them.
According to the "Learning Pyramid" [1] by Edgar Dale, the learning retention rate of audio-visual material is 20%. It is much better than the rate of a lecture, which is 5%. So a group in Japan, including one of the authors of this paper, have made "Computer ethics video clips" Error! Reference source not found. and updated them for enhancing the human aspect of campus cyber security for more than ten years Error! Reference source not found.. These video clips became one of the indispensable teaching materials for many universities in Japan.
In order to have a good discussion in a computer ethics class, we have designed a new course with "Logical thinking" Error! Reference source not found. or "Critical thinking" teaching material. We use the teaching material of critical thinking Error! Reference source not found., which is available from the Information-technology Promotion Agency (IPA), Japan. It is based on the "Learning Pyramid," and discussions in a group are encouraged in the material.
We are having the class now. This paper shows the outline of the class in section two, an example of one day's class and students' feedback in section three, related work in section four, and the conclusion in section five
OUTLINE OF THE CLASS 2.1 Syllabus
In order to enhance cyber security in a campus, every member of the campus should take a class for cyber security. As an intermediate step to realize this, we have planned to have an introductory information processing class (IP1 class) with cyber security and computer ethics for freshmen of computer science. For other members in our university, brochures for keeping campus cyber security were made and distributed to everyone in our university. In addition to this, the video clips in this paper can be viewed by all members in our university at specific PCs on our campus.
The class in this paper was the place for learning a part of office software by freshmen of computer science. Many of the students are used to using office software now. So we have changed the main theme of this class from learning office software to learning cyber security and computer ethics.
There are 41 students in this class. They were divided into ten groups to have group discussions. One group consists of three to five students.
We have made the syllabus of the IP1 class as follows.
 Outline of the class: Teaching knowledge and techniques of basic cyber security, computer ethics, and using a presentation software (PowerPoint). Training the attitude toward them. Having group practices of them using IT tools. Such knowledge, techniques and attitude will be useful in all Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Outline of "Logical Thinking." "Why tree" of logical thinking and drawing the "why tree" using SmartArt graphic feature in PowerPoint.
5
"How tree" of logical thinking and drawing the "how tree" using SmartArt graphic feature in PowerPoint.
6
Importance of a password.
7 Know-how for preparing for losing private information, Losing private information by using a reward card.
8 Privacy and GPS. Where is the data?
9
Flooding of complaints because of phishing. Using Internet services safely.
10
Responsibility and privacy of seminar activity. A community in which it is difficult to refuse to participate.
11
Taking pictures and uploading them to a Web site without permission. It is difficultto withdraw the statement on the Internet.
12
It is No Good to copy an item from the Web and paste it to your paper. It is dangerous to cheat to write a paper.
13
Is it possible to introduce a mail in a blog? Is it possible to use a smartphone while doing something else?
14 A smart phone knows everything.
15
Concluding the class.
In day one, students learn the basic features to use PCs and Web sites of our university. In day two, they learn the use of PowerPoint software. However almost all of them said they have used the software. From day three to day five, students learn the basic features of logical thinking. From day six to day 14, they learn cyber security and computer ethics using the computer ethics video clips, logical thinking, PowerPoint software and LMS (Learning Management System) of our university. In order to enhance students' activity in each class, rubrics (evaluation criteria) are shown to students and students are evaluated by the rubrics.
Preparation
Day one through day five of the class are preparation for the rest of the class. Students learn tools for understanding and giving solutions of problems, which are related to cyber security and computer ethics, during this term. Their main tools are logical thinking. The SmartArt graphic feature of PowerPoint software is used for assisting the logical thinking.
Logical thinking includes the following elements.


Ways of thinking
1) Induction and deduction
2) MECE (mutually exclusive and collectively exhaustive) 
Main Classes
Main classes, which teach cyber security and computer ethics, start from day six and continue until day 14. Each of the main classes proceeds as follows
1) The MC (master of ceremonies) and the secretary are selected in each group of students. We have asked students to change the MC every day of the class in order to let every member in our class have the experience of becoming MC.
2) Students see the episode (problem) part of a video clip.
3) Rubrics are shown to all students.
4) Each group of students starts discussion about why the problem happened and how to cope with the problem. They use elements of the logical thinking.
5) Each group writes the why tree to analyze the problem and writes the how tree to cope with the problem using the SmartArt function of PowerPoint software. 6) They submit the two trees to the LMS as the result of the discussion.
7) Students see the explanation part of the video clip.
8) Students evaluate their activity by themselves using the rubrics. The quiz function of the LMS is used for this evaluation.
Rubrics
Students are expected to acquire not only knowledge of cyber security and computer ethics but also the ability to co-operate with others and to think more deeply using various tools. In order to realize this and evaluate this, we use the following rubrics. 
A TYPICAL DAY OF THE CLASS
We show day six of the class as an example of the class. The day of the class proceeded as follows.
1) The MC (master of ceremonies) and the secretary were selected in each group of students.
2) Students saw the episode (problem) part of a video clip. We have used the video of "More than Ever! The Importance of Passwords." The duration of the episode part of this video is 5min. 59sec. Figure 1 shows a scene from the video.
The following is the outline of the episode part of this video clip.
"Kento (a male student) saw the news of leaking the ID and the password. This news upset him because he was using the ID for various services. However, he did not have trouble because he had changed the password of the ID at the official Web site of the ID. Masami (a female student) used the same password for various services. She changed the password of the leaked site and felt at ease. But she has not changed the password of other services because she thought that they are different services from the leaked site. Her ID of one of these sites has been used by some others and her money was used for music downloading."
Ten years ago, there was a common sense that passwords should be memorized and should not be noted on a piece of paper. However, ten years later, any short password can be uncovered easily by recent computing power. So passwords should be long enough to endure such computing power. It is hard to memorize such long passwords precisely in the brain of most people. In order to cope with this problem, the explanation part of the clip of "More than Ever! The Importance of Passwords" suggests a way to note long passwords on a piece of paper Hookups of services on the Internet were not so common ten years ago. On the other hand, hookups of services are common today. Any of the services of a hookup can be used by entering only one pair of ID and password today. When the password of a hookup of services on the Internet is leaked, all services of the hookup can be intruded upon by other people. On-line payment is also common today. If a user was using the same password for a service with online payment and a service without on-line payment, and if the password of the service without on-line payment was leaked, the password of the service with on-line payment can also be leaked and malicious people may steal money of the user. The clip of "More than Ever! The Importance of Passwords" also includes topics of such situations. We expected that some groups of students would deduce such ideas.
3) After viewing the episode part of the video clip, rubrics were shown to students.
4) Then, students had group discussions for making the why tree and the how tree.
The root node of the why tree was "Why Masami's password was leaked?" The root node of the how tree was "How should she keep away from such situations?"
One group of two students was using the SmartArt graphic feature of PowerPoint directly. Other groups were using cards before writing the trees.
Figure 5. Group discussion
5)
After the discussion term, each group wrote the why tree and the how tree.
6) Each group has submitted the why tree and the how tree to the LMS. Figure 3 is an example of a why tree and the Figure  4 is a how tree of a group in this class. Figure 5 shows pictures of the discussion.
The node "The password was the same as another's" in the why tree, shows the reason of the password leak in the video. Almost all groups have reached this reason because the episode part gives viewers the suggestion. Students of the group show possible reasonable reasons--not only the reason in the video but also others--in the why tree. Students of other groups also show many reasonable reasons.
The node "Write the password on the note pad of a PC or a mobile phone which can be locked" in the how tree, is a reasonable solution which solves the conflicting conditions of "a password should be long enough" and "she should not write the password on the note."
Unfortunately, there were many nodes of "She was off guard" or similar words, in a leaf node of why trees in other groups. These were not wrong, but we expected that students would think more deeply and show the reason of "why she was off guard."
7) Students evaluated their activity by themselves using the rubrics. The quiz function of the LMS is used for this evaluation. Table 2 shows the quantification of the discussion for making the why tree which was acquired by evaluation using the rubrics. Table 3 shows the quantification of the discussion for making the how tree which was acquired by evaluation using the rubrics.
These rubrics were also useful to make the class active. Many groups tried to get a high score, so students tried to give many ideas in the group discussion. Many ideas may contain many good ideas.
8) Students saw the explanation part of the video clip. Table 2 . Quantification of the discussion for making the why tree and its result.
Number of all cards of the card brain storming in the group discussion for making the why tree in the class.
150
Average number of cards of one student in the group discussion 4
Total number of nodes of the why tree in this class
123
Average number of nodes of one why tree 12.3
Smallest number of nodes of the why tree 8
Largest number of nodes of the why tree 20
Average height of the why tree 4.5
Least height of the why tree 3
Greatest height of the why tree 6 Table 3 . Quantification of the discussion for making the how tree and its result.
Number of all cards of the card brain storming in the group discussion for making the how tree in the class.
153
Average number of cards of one student in the group discussion 4.6
Total number of nodes of the how tree in this class
134
Average number of nodes of one how tree 13.4
Smallest number of nodes of the how tree 9
Largest number of nodes of the how tree 20
Average height of the how tree 4
Least height of the how tree 3
Greatest height of the how tree 5
We obtained the numbers in Table 2 and Table 3 from the selfevaluation of the rubrics in the LMS of our university. This way realizes the visualization and quantification of activity of group work. It also realizes the visualization and quantification of how the group thinks deeply. These visualizations and quantifications can be useful to improve this class. Figure 6 shows a screenshot of a part of the self-evaluation of the rubrics in the LMS.
The following statements are examples of students' feedback of this class. From the feedback, our aim of enhancing cyber-security of our campus by enhancing users' consciousness of cybersecurity seems to be achieved.
 "I was thinking, the discussion is boring before. However, the discussion was very fun after the start."
 "At the first, the group discussion was awkward. However, on the way of the discussion, co-operation in the group has been developed."
 "This class was very useful".
 "I was re-using the same password for many accounts. I would like to change them."
RELATED WORK
There is the following related work. However, we could not find out a cyber security class which combines video clips, logical thinking, and rubrics.
Thinking in Computer Ethics Education
Jones said, "… it is part of the task of computer ethics to define, develop, and modify existing moral theory when existing theory is insufficient or inadequate in light of new demands generated by new practices involving technology." [2] He said, in order to cope with such changes, thinking is important in computer ethics education. We have shown a way for thinking through group discussion.
Logical Thinking in Computer Science Classes
References [6] , [7] , [8] , and [9] are cases for using logical thinking for computer science education, not for cyber security.
. 
Rubrics and Computer Ethics
The reference [10] shows grading essays of a computer ethics class using rubrics. Rubrics were useful for decreasing ambiguity of grading essays in the reference. Our rubrics also help decrease ambiguity of grading group discussion and grading why trees and how trees.
CONCLUSION
The purpose of the class in this paper is enhancing the human aspect of the campus cyber security. We expect that students of this class understand the importance of cybersecurity deeply and keep knowledge and techniques on cybersecurity in their minds for long time. We have combined various ways such as computer ethics video clips, logical thinking and rubrics to realize our expectation.
We could not judge the new class in this paper against previous classes, because we do not have quantified data of previous classes. However, we have quantified data of the cyber security class now. We can compare this class with future classes, and this can improve the cyber security of our campus.
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